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GOVERNMENT OF KERALA
Abstract

Information Technology Department — Introduction of Back Up Policy to ¢-
Governance application being implemented by Government
Departments/Organisations - Orders issued.
INFORMATION TECHNOLOGY (B) DEPARTMIENT
G O (MS)No 10/2010/ITD ] Dated, Thiruvananthapuram, 05.03 2010

ORDER

Government .D(:pdrlments and Orgamsations are 1 the process ol
implementing e-Governance applications and creating clectionic records There
ts it chance for loss of clectronic records data and in the event ol an equipmeaent
failure or physical and cyber disaster. A Backup Policy has bhecome important to
ensure that the electromc 1ecords {apphcation and databases) are not lost due to
cquipment failure or physical and cyber disaster The policy would help the
Government Departments /Orgamsations to take action to back up electronic
rccords to minimize the nisk of such loss
- In the carcumstances Government are -pleased to approve the Back Up
Policy annexed to this Government Ordcer, and the Policy 1s made applicable ta
all  e-Governance  upplications  bemg mmplemented by Government

Departments/Organizations with mimecdiate effect

By Oirder of the Governor
DR. AJAY KUMAR
PRINCIPAL SECRETARY 'O GOVERNMENT

Additional Chief Secretaries, Principal Secietaries, Secrelaries.,

All Departments in the Secrctanat

All Heads of Departments

The Director, Kerala State I'T Mission - He s requested to upload the
Government Order in the KSITM website

The Director, 1KM

General Administration (SC) Departiment

Stock File/Office copy

Copy to" PA to Principal Secretary (I'T)

) Forwearded /By orde

.

Secthion Officer
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Government of Kerala

BACKUP POLICY

I. Overview

lhis policy defines the backup policy Tor computers co-located 1y the c-
Governance Data Centie, Govt of Kerala ‘These systems are typically servers with
mternal hard disks / disk arrays or SAN 7/ NAS based storages Servers expected 1o be
backed up include databasc servers, application servers. web servers, imail servers eie

2. Purpose

Fhis policy 1s designed to protect data in the computers (o bo sure it is not fost
end can be recovered i the event ol an cquipment Faruse, intentional destructhion of
data. o1 disaster 1n the data centre.

3. Definitions

(1) Backup - 1 he saving of files onto magnetic tape o1 other offlme mass storage
media for the purpose of preventing loss of data in the event of equipment failure
o1 destruction

(1} Aichival - The saving of old or unused files onto magnetic tape or other offline
mass storage media for the purpose of releasing on-line storage room.

(i) Restore - The process of bringing off lne storage data back from the offline media
and putting it on an onlinc storage system

(n ) Stortage replication - Storage rephication 1s a service in which stored o1 archived
data 15 duphicated in real time over a storage arca network. Storage replication
service provides an extra measure ol redundancy that can be invaluable i the main
storage backup system fails. Storage 1eplication may be done in the same storage
array. different storage array/s in the same location or a storage arrgy in a remole
focation Immediate access to the 1eplicated data minintizes downtime and s
assoctated costs The service, 1f properly mimplemented, can streamline disaster
1ecovery processes by generating duplicate copies ol all backed-up files on o
continuous basis 1t can also speed up and simplify recovery from a nataral or
human-caused disastcr such as a fire, flood, hurricanc, vitus, or worm.

(v) Disaster Recovery - The process, policies and procedies related to preparing for
recovery or continuation of technology infrastiuciure critical to un organization
after a natural o1 human induced disaster. Disaster recovery planning is a subscl
of a larger process known as business continuity planning and should include
planning for resumption of apphcations, data, hardwaie, communications (such as
nctworking) and other [T nfrastructme. A business contimuty plan (BCP)
includes plannmg for non-11" related aspects such as hey personncl, facilitics.
crists commumication and reputation protection. and should refer to the disastes
recovery plan (DRP) for 11 1clated infrastiucture recovery / continuity.
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This policy applies only to backup and testore of data for all computers and
storage cquipment in the e-Governance Data Centie, owned and operated by Kerala
Government Departments This does not include the policies for archival, storage
teplication and disaster recovery

5. Backup Timing

Full bachups arc to be scheduled mghtly on Monday. Tuesday, Wednesday.
Thursday. Friday Saturday and. Sunday. All tapes wie to be tested on Sunday during day
tme Removal of tapes to be kept m safe focker shall he performed afier testing of tapes
ae completed Loadimg new tapes shall also be performed during this thne.

6. Tape Storage

Ihere shall be sepatate sct of tapes for cach daily backop. There shall he
additional set of tapes for cach Saturday of the month such s Saturday 1, Saturdny2,
Saturday3. Satuidav4 etc Backups performed on Saturday on the addstional sct shall he
hept for onc month n safe locker and used again the next month on the applicable
Saturday Backups performed on Monday through Friday shall be kept for one weeh
and used again the followmg appropriate day of the week Al tapes shall be properly
labelled.

In addition, differential back up should be taken midday, preferably between 1.00O
PMand  2.00 PM on all days including Sunday and holidays.

Transaction Log Back up should 1 done additionally and copicd o aremote
focation every half an hour/one hour depending on system icquirements.

The remote Transaction Log Back up need not be retained once the nexi
diffcrential/tull backup s taken
7. Tape Drive Cleaning

Fape drives shall be cleancd weekly and the cleaning tape shall be chimged
monthly

8. Monthly Backups

Livery month two sets of monthly backup shall be made. One sct shall be hept in
the tape diive and the other set in the safe locier

9. Age of tapes

The date cach tape was put into service shall be recorded on the tape. Tapes thi
have been used longer than six months shall be discarded and replaced with new tapes.

10. Responsibility
Phe System Admimnsstiator ot 1T manager ol each department or his delegate

fiom the I'T cell of the department shall perform all backup rclated activities. e / she
shall develop a procedure for testing backups and fest the ability to restore data from
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bachups on a monthly basis The System Administrator or Il manager shall verify the
tecords and media and certify them on a monthly hasis. Restoration of data from
bachup shall be performed only by the System Administiator / 1T munnger alier
obtaimimg written permission fiom the department head

11. Testing

'he ability to restore data from backups shall be tested at least onee m 4 month,

12. Data to be Backed Up
Data to be backed up include the following information

(13 System statc data.
(1) Registry data
(1m) User data
(1iv) Apphcations and their conligurations

Systems to be backed up include but are not limited to:

(1) Production database server
(11) Production application server
(i) Production web server
(iv) Mail server _ -
(v) Domain controllers, DNS servers
(vi) Filc servers
(vit) Test database servel
(vinr) Test web server

13. Archives

Archives are made at the end of every year in December / March based on the
archival policy. User account data associated with the file and mail servers are archived
one month after they have left the organization.

14. Restoration

Users that need files to be restored from the backups / archives must submit o
request to the department head. Include information about (he ile creation date, the
name of the file. the last time it was changed, and the date and time it was deleted o
destioyed.

15. Tape Storage Locations
Offline tapes of archives, monthly and weekly bachups shall be stored in

fireproof safe locker under the custody of the department head in a different building
away from the data centre,
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16. Resif\gybility @

The Backup shall be the responsibility of the Application Adminsstrator where
the Department has its own SAN and Tape Library In case, the application uses SAN
& lape Library of the SDC, it shall be the sesponsibibity to SDC Back up Administratos
fo undertake backup as proposed

17. Disposal of Media

Discarded backup media must be disposed of in a secnre way to make uny Kind
ol tecovery mpossible, e g. through physical destruction or a sumlin process

Al records to he disposcd of have to meet the retention sequirements helore
physical destruction of the media

18. Relaxations

Relanation to above bachup may be done with specitic permission ol 11
Depattiment,





